SMARTIWAY PRIVACY POLICY

WEBSITE AND APP SMARTIWAY

Smartiway Ukraine LLC. (hereinafter “Smartiway” or “we”
or “us” or “our”) respects the privacy of our users (“user” or
“You”). This SMARTIWAY PRIVACY POLICY WEBSITE
AND APP SMARTIWAY (hereinafter — «Privacy Policy»)
explains how we collect, use, disclose, and safeguard Your
information when You use our mobile application (the
“Application”) and visit website https://smartiway.ua
(hereinafter “Website”). Please read this Privacy Policy
carefully.

IF YOU DO NOT AGREE WITH THE TERMS OF THIS
PRIVACY POLICY, PLEASE DO NOT ACCESS THE
APPLICATION AND LEAVE THIS WEBSITE.

We reserve the right to make changes to this Privacy Policy
at any time and for any reason. We will alert You about any
changes by updating the “Last updated” date of this Privacy
Policy. You are encouraged to periodically review this
Privacy Policy to stay informed of updates. You will be
deemed to have been made aware of, will be subject to, and
will be deemed to have accepted the changes in any revised
Privacy Policy by Your continued use of the Application or
Website after the date such revised Privacy Policy is posted.

This Privacy Policy does not apply to the third-party
online/mobile store from which You install the Application or
make payments, including any in-game virtual items, which
may also collect and use data about You. We are not
responsible for any of the data collected by any such third

party.

COLLECTION OF YOUR INFORMATION

One of the most important processes for any company in the
financial field is preventing fraud. To do so, we use an
integrated approach with wide range of processes such as
data collection at the moment of registration, user
verification and behavioral assessment of activity (meaning
the questionnaire itself, characteristics of its completion, use
of financial services in the past, etc.). All data processing
and analysis is carried out by the automated tools with no
human involvement.

We may collect information about You in a variety of ways.
The information we may collect via the Application or
Website depends on the content and materials You use, and
includes:

Personal Data

Demographic and other personally identifiable information
(such as Your name and email address) that You voluntarily
give to us when choosing to participate in various activities
related to the Application (such as chat, during
identification/verification, posting messages in comment
sections or in our forums, liking posts, sending feedback,
and responding to surveys and others).

Additionally, for the purposes of conducting full-fledged
remote verification, we collect:

NONOXEHHA KOH®IAEHLIAHOCTI
. SMARTIWAY
CAUTY TA MOBIJIbHOIO 3ACTOCYHKY «SMARTIWAY »

TOB "CMAPTIBEW FOKPEWUH" (Hapani “Smartiway” a6o “mu”
abo “Hac” abo “Haw”) noBaxae KOHMPIOEHUINHICTb Hawwmx
kopuctyBauiB (“kopuctyBay” abo “Bwn”). Le TMOJIOXEHHA
KOH®IOEHLIMHOCTI SMARTIWAY  CANTY TA
MOBINIbHOIO 3ACTOCYHKY «SMARTIWAY» (Hapani -
«lMonoxeHHA KOHIAEHUIMHOCTI») NOSICHIOE, 9K MW 30Mpaemo,
BUKOPUCTOBYEMO, PO3KpMBaAeMo Ta 3axuwaemo Bawy
iHdopmauito, konm Bu kopuctyetecb  Hawmm MOBINbHUM
3acTocyHkoM (Hagani - “8acTtocyHok”) Ta BigBigyeTe Beb-canT
https://smartiway.ua (Hagani — «CawTt») bygb nacka, yBaxHoO
npoyntanTe e MNonoxeHHA KOHpIAEHLINHOCTI.

AKLLO BU HE 3rogHi 3 YMOBAMU LIbOIo NOJIOXEHHA
KOH®IOEHUIAMHOCTI, BYAb NACKA, HE 3AXOObTE OO
3ACTOCYHKY TA 3ANULLTE LIEW CAWT.

Mwn 3anuwaemo 3a cobot0 MpaBO BHOCUMTU 3MiHW OO LbOro
MonoxeHHs KOHdiaeHUiNHOCTI B Byab-akniA Yac i 3 Byab-akoi
npyunHn. Mwn  nosigommmo Bac npo Oyab-siki - 3MiHW,
PO3MILLYOUYM OCTaHHIO BEpPCil0 OHOBMEHb UbOro [MonoXeHHA
KOHpigeHUinHocTi. Bam  pekoMeHOyeTbCa  MepioguyHo
nepernsgat ue NonoxeHHss KoHdigeHuUiHocTi, wob 6ytn B
KypcCi OHOBreHb. By BBaxaTumeTecs MoBigOMMEHUM, i TaknMm,
WO MNPUAHANM 3MiHM B Oyab-sKil  OHOBMEHIN pefakuiji
MonoxeHHsA KoHMIAEHUIMHOCTI 3aBaskn Bawomy TpuBatoyomy
BUKOpPUCTaHHIO 3acTocyHky abo Caity nicnsa gaTtn Takoi
OHOBMEHOI pefakuii NMonoxeHHA KOHMIAEHUIMHOCTI.

Lle TMonoxeHHs KOHMIOEHUINHOCTI He MNOLMPIETLCA Ha
iHTepHeT-marasvH/MarasuH TPEeTbOi CTOPOHKU, 3 sikoro Bwu
BCTaHOBMOETE  3acTOCYHOK abo  3[iCHI0ETE  nnartexi,
BKMOYaoun byab-sKi BipTyarnbHi eneMeHTH, SKi TakoX MOXYTb
30upaTtn Ta BMKOpUCTOBYBaTM AaHi npo Bac. Mu He Hecemo
BignoBiganbHOCTI 3a Oyab-ski AaHi, 3ibpaHi byab-sKok Takot
TPETBLOK CTOPOHOIO.

3B6IP BALLOI IHOOPMALLIT

OgHuM 3 HamBaxnmMBiWMX NpoueciB Ansa Oyab-aKkoi KoMmnaHii y
(iHaHCOoBIN cdepi € 3anobiraHHsA WwaxpancTey. [ns uboro Mu
BMKOPUCTOBYEMO KOMIMFEKCHUI Miaxig 3 LUMPOKUM CMEeKTPOM
npouecie, Takmx sk 36ip gaHMX Ha MOMEHT peecTpauii,
nepeBipkn KOPWUCTyBaYiB i NOBEAIHKOBOI OLiHKM LisiNIbHOCTI
(TOo6TO cam onNUTYBanNbHUK, XapakTEPUCTUKM NOrO 3arnOBHEHHS,
BUKOPUCTaHHA DIHAHCOBUX MOCAYr Y MWHYMIOMy, TOLO).
O6pobka Ta aHanis BCiX  OaHuX  3AINCHIOETLCS
aBTOMaTMU30BaHWMM iHCTPyMeHTamMu 6e3 y4acTi MoguHu.

Mu moxemo 36bupatu iHdopmauilo npo Bac pisHuMK
cnocobamun. IHpopmauisa, fky MM Moxemo 3ibpatm 3a
gonomoroto 3acTtocyHky abo CawiTy, 3anexuTtb Big BMICTY Ta
marepianis, ki Bu BUKOpUCTOBYETE, i BKINOYaE:

MepcoHanbHi AaHi

HemorpadiyHa Ta iHWwa nepcoHanbHa iHpopMaLis (Hanpuknag,
Bawe iv'a Ta apgpeca enekTpoHHOI nowTun), sky Bwu
[06pOoBINbLHO HagaeTe Ham, konu Bu obupaeTte yyacTb y pisHUX
3axofgax, NoB'sA3aHux i3 3acToCyHKOM (Hanpuknag, var, nig yac
ineHTuikadii/Bepudikadii, nybnikauis  noigomMneHb y
posginax komeHTapiB abo Ha ¢opyMax, MOBIAOMIIEHHS, LIO
cnogobanucs, HagcunaHHsa  BigrykiB Ta  Bignosigen Ha
ONUTYBAHHSA Ta iHLLE).

HopnaTtkoBo, y BMNagKy 34iIMCHEHHSA MOBHOLIHHOI ANCTaHUINHOI
Bepudikauii, ona i uinen mu 36upaemo:


http://www.smartiway.ua/

- biometric Data: a dynamic real-time selfie and a digital
facial image extracted from the dynamic selfie recorded
during the liveness detection process;

- electronic Copies of Documents and Information (Details,
Data): electronic copies generated via the Diia State Web
Portal for Electronic Services (hereinafter referred to as the
"Diia Portal"), accompanied by the simultaneous application
of the wuser's remote qualified electronic signature
"Diia.Signature" ("Diia ID") and the qualified electronic seal
of the State Enterprise "DIIA" bearing a corresponding
qualified electronic timestamp;

- qualified Electronic Signature Data (Diia.Signature): data
regarding the qualified electronic signature (Diia.Signature)
applied by the user to the electronic copies of documents
and information (details, data) generated by means of the
Diia Portal.

Other information
Other information - any data obtained from You or from other
sources other than Your Personal Data.

Derivative Data

Information our servers automatically collect when You
access the Application or Website, such as Your native
actions and behavioral analytics that are integral to the
Application. To ensure security and prevent the use of facial
reproductions (masks, deepfakes), we collect and analyze
technical parameters of the photo-fixation process, including
the results of the liveness test obtained through the SaaS
System.

Financial Data

Financial information, such as data related to Your payment
method (e.g. valid credit/bank card number, card brand,
expiration date) that we may collect when You purchase,
order, return, exchange, or request information about our
services from the Application or Website. We store all
financial information that we collect. Some financial
information is also stored by our payment processor LigPay,
and You are encouraged to review their privacy policy and
contact them directly for responses to Your questions.

Facebook Permissions

The Application may by default access Your Facebook basic
account information, including Your name, email, gender,
birthday, current city, and profile picture URL, as well as
other information that You choose to make public. We use
Your Facebook account only during Your
registration/authorization in the Application and for further
communication with You, provided that You choose this
method for registration/authorization in the Application. We
do not process Your personal data posted in Your Facebook
account during settling Your overdue debt. We may also
request access to other permissions related to Your
account, such as friends, check-ins, and likes, and You may
choose to grant or deny us access to each individual
permission. For more information regarding Facebook
permissions, refer to the Facebook Permissions Reference

page.

- BiomeTpuyHi AaHi: AnHamiyHe cendi, 3anucaHe B pPeXUMi
peanbHoro 4acy, Ta uudpose 306paxeHHs 06nmMyYs, oTpuMaHe
3 AVHaMiYHOro cendi, 3anncaHoro B Npoueci po3ni3HaBaHHSA
peanbHocTi ocobu (liveness detection);

- EeNneKTPOHHI Konii AOKyMeHTIB, iHdopMmauii (BigomocTten,
AaHnx), cdopmoBaHi €auHOro aepxaBHoro BebnopTany
enekTpoHHux nocnyr (gani — lMNoprtan [is), 3 ogHoOYacHUM
HakfageHHsIM BigdaneHoro KearnicikoBaHOro €reKTpoOHHOro

nignucy  «fia.Nignuc»  («Ois  ID») kopucTyBada Ta
kBanidikoBaHoi €NEeKTPOHHOI nevaTtku [epxxaBHoro
nignpuemctea «[lA» 3  BignosigHow  kBanigikoBaHO

€MeKTPOHHOI MO3HAYKOo Yacy;
- [daHi Wwopo  KkBanigikoBaHOro  €neKkTpoHHOro  niganucy
(Ois.Mignnc), HaknageHoro KOpUCTyBavYeM Ha eNeKTPOHHI Konil
OOKYMeHTIB, iHdopmauii (BigomocTen, AaHux), cOpMOBaHi
3acobamu lMNopTany.

IHWi BigomocTi
IHWi BigomocTi — 6yab-aki AaHi oTpumaHi Big Bac abo 3 iHwnx
oxepen, wo 3HeocobneHi Ta He € [epcoHanbHUMK SaHUMM.

MoxigHi paHi

IHpopMmaLis, siKy Hawi cepBepy aBTOMaTUYHO 30MpatoTh, KOMK
Bu 3BepTaeTecs go 3actocyHka abo CawTy, Taki sk Bawwli BnacHi
niil Ta noBepiHKkoBa aHaniTuka, siki € HeBig'€EMHON YaCTUHOO
3actocyHky. [Ona 3abesneveHHs 6Gesneku Ta 3anobiraHHA
BMKOPUCTaHHIO penpoaykuin obnuyysa (macok, deepfake), mu
30MpaemMo Ta aHanizyemo TEXHiY4Hi napameTpu npolecy
doTocbikcauii,  BkNOYaruM  pesynbTaTtu  po3Mi3HaBaHHSA
peanbHOCTi ocobu (liveness detection), oTpumaHi 4epes
Cwuctemy SaasS.

®diHaHCcOBI AaHi

diHaHCcoBa iHpopMaLid, Hanpukniag, AaHi, nos'a3aHi 3 Bawwum
crnocobom onnartu (Hanpuknag, gincHun Homep
KpeanTHOI/6aHKIBCbKOI kapTku, GpeHa KapTku, Aata 3aKkiHYeHHS
TEpMiHY fii), Sky MU MOxemo 3ibpatM nig 4Yac HagaHHs
iHaHCOBOI MOCAYr1, 3aMOBIIEHHS, MOBEPHEHHS, 0OMiHY abo
3anuTy iHopmaLii Npo Hawi nocnyru 3 3acTocyHKy abo Canty.
Mwu 36epiraemo Bcto chiHaHCOBY iHpopMaLlito, Ky M1 30Mpaemo.
Heski chiHaHCOBI BiZOMOCTI Takox 30epiraloTbCa B HaLIOMy
npouecopi nnatexis LigPay, i Bam pekomeHayeTbcA
nepernsHyTu ix NonoxeHHs KOHMIgeHUINHOCTI Ta 3B'A3aTncA 3
HUMK GesnocepegHbO ANSA OTPUMAHHS Bignosigen Ha Balwi
3anuTaHHs.

Do3sonu Facebook

3a ymoByaHHAM 3aCTOCYHOK MOXe oTpumaTu goctyn go Bawwoi
OCHOBHOI iHcpopMaLii npo obnikoBun 3anuc Facebook,
BKMovatoum Bawe iM'a, agpecy enekTpoHHOI nowTwu, cTatb,
OeHb HapoaXXeHHs1, noTouHe MicTo Ta URL-agpecy 306paxeHHs
npodointo, a TakoX iHWYy iHdopmauito, sky Bu Bupiwwmnm
onybnikyBat. Mu BukopucToByemo Baw obnikoBuin 3anuc
Facebook nuwe nig 4ac Bawoi peecTpauii/aBTopusauii B
3acToCyHKy Ta Ans noganbLluoi KoMyHikauii 3 Bamu, 3a ymosu
ob6paHHs Bamu came Takoro crnocoby ans
peecTpauii/aBTopu3auii B 3acTocyHKy. Mu He 34iMCHIOEMO
00pobKy Balumx nepcoHanbHUX [aHUX, $Ki PO3MilleHi Yy
Bawomy obnikoBomy 3anuci Facebook, nig yac 3aiicHeHHs

BperyntoBaHHA Bawoi npocTtpoyeHoi 3aboprosaHocTi. Mwu
TakoX MOXeMO 3anutyBaTy¥ [JOCTyn [0 iHWWX [O3BONIB,
noB’sisaHux 3 Bawwum o6nikoBMM 3anucoMm, Hanpuknag

Opy3sMn, nepesipkamMn Ta NOBIOOMNEHHAMMU, | Bu moxeTe
Hagatu abo 3abopoHWMTM [OCTYM A0 KOXHOrO OKpemoro
possony. [opatkoBy iHopmaLio Wwono fossonis Facebook
OuB. Ha cTopiHui [oBigka woao gossonis Facebook.


https://www.facebook.com/about/privacy/
https://developers.facebook.com/docs/facebook-login/permissions
https://developers.facebook.com/docs/facebook-login/permissions
https://www.facebook.com/about/privacy/
https://www.facebook.com/about/privacy/
https://www.facebook.com/about/privacy/
https://developers.facebook.com/docs/facebook-login/permissions

Data from Social Networks

User information from social networking sites, such as
[Apple’s Game Center, Facebook, Instagram, Pinterest,
Twitter], including Your name, Your social network
username, gender, birth date, email address, profile picture,
and public data for contacts, if You connect Your account to
such social networks. We use Your personal data from
social networks only during Your registration/ authorization
in the Application and for further communication with You,
provided that You choose such a method for
registration/authorization in the Application. We do not
process Your personal data posted on social networks
during settling Your overdue debt.

Geo-Location Information

We may request access or permission to and track location-
based information from Your mobile device, while You are
using the Application, for confirmation of location and thus
fraud prevention. If You wish to change our access or
permissions, You may do so in Your device’s settings. We
monitor Your location only during of concluding a loan
agreement for checking that You are not in the temporarily
occupied territories of Donetsk and Luhansk oblasts, the
Autonomous Republic of Crimea and the city of Sevastopol,
or the territory of the Joint Forces operation. Although this
may result in negative credit decision due to inability of
full scope automated credit score analysis & anti-fraud
prevention.

Mobile Device Access

We may request access or permission to Other information
from Your mobile device. If You wish to change our access
or permissions, You may do so in Your device’s settings.
Although this may result in negative credit decision due
to inability of full scope automated credit score analysis
& anti-fraud prevention.

Mobile Device Data

Device information such as Your mobile device ID number,
model, and manufacturer, version of Your operating system,
phone number, country, location, and any other data You
choose to provide.

Push Notifications

We may request to send You push notifications regarding
Your account or the Application. If You wish to opt-out from
receiving these types of communications, You may turn
them off in Your device’s settings.

Data from Contests, Giveaways, and Surveys

Personal and other information You may provide when
entering contests or giveaways and/or responding to
surveys.

Data settings

You can control how Your data is used in the Application
Settings.

Sadly, if You’re generally not OK with Smartiway’s
requirements, it won't be possible for us to provide You with
our Services. You can delete Your Smartiway account by

[aHi 3 couianbHUX mepex

IHpopMaLisi Npo KopucTyBada 3 couianbHUX MepexX, Taknx K
[IrpoBun ueHTp Apple, Facebook, Instagram, Pinterest, Twitter],
BKMovatoun Bawe im'd, iMm'a KopucTyBada couianbHOI Mepexi,
cTatb, QJaTy HapOMKeHHs, afpecy erieKTPOHHOI noLwTw,
300paxeHHs Mpoquino  Ta 3aranbHOOOCTYMHI  AaHi  Ans
KOHTaKTIB, sKLLIO Bu niaknto4ymTe cBilh 06nikoBuMIA 3annc 4o Takux
couianbHMx mepex. Mu BukopuctoByemo Bawwi nepcoHanbHin
paHi 3 couianbHMX Mepex nuwe nig 4Yac Bawoi
peecTpauii/aBTopm3auii B 3acCTOCyHKy Ta And noganbLuoi
KOMyHikauii 3 Bamu, 3a ymoBu 06paHHA Bamu came Takoro
cnocoby gns peecrtpadii/aBTopusauii B 3actocyHky. Mu He
3iicHIOEMO  06pobOKy Balwmx nepcoHanbHUX JaHuX, SKi
po3MmilleHi y couianbHUX MepeX, nig 4Yac 34iMCHEHHSA
BperynioBaHHa Bawoi npoctpoyeHoi 3aboproBaHoOCTi.

IHbopmauia npo reorpacpivyHe posTawyBaHHA

Mwn moxemo 3anutyBaTu 4ocTyn abo [A03Bin Ha BiOCTEXEHHS
iHdbopMauii npo MmicuenonoxeHHs 3 Baworo MobinbHoro
nNpucTpolo, Mi4 Yac BWKOPUCTaHHsA  3acTOCyHKy, Ans
NigTBEPOXKEHHSA  MICLE3HaXOMKEHHA Ta, TaKMM  YMHOM,
nonepemkeHHsa Lwaxpancrea. Mu Bigctexyemo iHcpopmalito
npo Bawe MiCLENONOXeHHA nuwe Ha eTani yKkrnagaHHs
KpeauTHOro JOoroBopy Ta 3 MeTow nepesipku, wo Bu He
nepebyBae Ha TMMYaCOBO OKYMOBaHWUX TepUTopisx y [JoHeLbKil
Ta JlyraHcbkii obnactsax, ABToHOMHIM Pecny6niui Kpum 1a micTi
CeBacTononi abo TepuTopii npoBeaeHHs onepadii O6’egHaHMX
cun. Akwo Bu B6axaete 3miHnTM goctyn abo gossonu, Bu
MOXeTe 3pobuTu Le B HanawTyBaHHAX Bailoro npuctpoto.
Xoya Ue MOXe NpPU3BECTU O[O HEraTMBHOIO KpeauTHOro
pilleHHA Yyepe3s He3aaTHICTb noBHoMacwTabHoro
aBTOMaTM30BaHOro aHanisy KpeauTOCMNPOMOXHOCTI Ta
3anobiraHHA WaxpancTBy.

[ocTtyn oo MoGinbHMUX NPUCTPOIB
Mu moxemo 3anutyBaTh AocTyn abo [03Bin Ha IHLWI BiZOMOCTI
3 Baworo mo6inbHoro npuctpoto. Akwo Bu 6axaete 3miHUTK

poctyn abo possonu, Bu Moxetre 3pobutm ue B
HanawTyBaHHsX Baworo npuctpoo. Xova uUe Moxe
MPU3BeCTU OO0 HEraTMBHOro KpeaAUTHOro pilleHHA 4epe3
He3paTHiCTb  NOBHOMacwTabHOro aBTOMaTM30BaHOro
aHanisy KPeaAUTOCNPOMOXHOCTI Ta 3anobiraHHA
waxpamncrBy.

[aHi mobinbHOro npucrpoto

BigomocTti npo npucTpiin, Taki SK igeHTUdIiKauinHnin Homep
MOGINBHOTO  MpUCTPOD, MoAdenb Ta BUMPOOHWUK, Bepcis
onepauinHoit cuctemu, Homep TenedgoHy, KpaiHa,
Micue3HaxomKeHHs Ta iHWi gaHi, aki Bu HapaeTe.

Push-cnoBileHHs

Mu moxemo npocutn Hagicnatm Bam Push-nosigomneHHs
wogo Baworo o6nikoBoro 3anucy abo 3actocyHky. Akwo Bu
GaxkaeTe BiOMOBUTUCS Bi4 OTPMMaHHS UMX TUMIB NOBIAOMMEHD,
Bu moxeTe BUMKHYTU iX y HanawTyBaHHAX CBOrO MPUCTPOLO.

[aHi 3 KOHKypcCiB, NogapyHKiB i onUTyBaHb

MepcoHanbHa Ta iHwWa iHopmauisa, aky Bu Hapgaete, konu
GepeTe yyacTb Y KOHKypcax abo posirpallax nogapyHkis abo
Bi4NoBigaouM Ha ONUTYBaHHS, SIKi MPOBOAATLCS.

HanawTtyBaHHA AaHuXx

Bu moxeTe KOHTpomntoBaTh, 00CAr gaHux, siki o6pobnsarTbes
HamW y BigNOBIOHUX HanalwTyBaHHAX B 3aCTOCYHKY

Ha xanb, sikwo Bw 3aranom He BignoBigaete BUMoOram
Smartiway, Ham He BAacTbcs Hagatu Bawm Hawi nocnyrn. Bu
MOXeTe BudanuTu CBiM obnikoBui 3annc  Smartiway,
HajicnasLM BigNOBIOHWUI 3aNUT Ha agpecy eNeKTPOHHOI NoLWTH
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sending the respective request to our customer service
email.

Our main goal is our customers, their assurance in the safety
of the provided data and satisfaction with our services. And
the requested permissions allow us to achieve our goal with
utmost certainty and value.

LEGAL GROUND FOR PROCESSING YOUR
PERSONAL DATA

We process Your personal data of the purpose of
appraisement of Your financial condition and ability to fulfill
obligations under financial service agreements (this purpose
of processing is defined only until the conclusion of such
agreements); our provision of financial services and related
transactions; concluding and effectively fulfilment the terms
of the transaction where You are the party; compliance with
the requirements of the current legislation of Ukraine in the
field of prevention and counteraction to legalization
(laundering) of proceeds from crime, terrorist financing and
financing of proliferation of weapons of mass destruction;
compliance with the requirements established by regulations
of the National Bank of Ukraine; compliance with the
requirements of current legislation of Ukraine in the field of
taxation; providing advice and information on our services;
conducting marketing activities, research and companies,
analysis of consumer sentiment; ensuring our rights and
legitimate interests and interested persons; performing other
actions that require the processing of personal data and are
purposed at generating income and implementing the
provisions of the Civil Code of Ukraine and other legislation
governing our activities and our internal regulations.

By prior arrangement with You, we may process personal
data for purposes other than provided herein or in
PROVISIONS ON THE PROCEDURE FOR PERSONAL
DATA PROTECTION OF CONSUMERS OF SMARTIWAY
UKRAINE LIMITED LIABILITY COMPANY.

Also concluding a loan agreement You provide us with
personal data of third parties, with whom we have the right
to interact in settling Your debt (including overdue) in order
to inform that You must fulfill Your obligations under the loan
agreement. The obligation to obtain the consent of such third
parties is on You before the transfer of such personal data
to us in the process of concluding a loan agreement.

USE OF YOUR INFORMATION
We use this information to detect fraudulent applications
coming from the same device. In doing this, we protect Your
identity but retain the ability to recognize what information
relates to You.

We use Your data to assess Your financial health and status
to allow us to decide whether or not to grant a loan or other
financial services to You.

We make some device-based preprocessing and analyze
(transfer) only convolutions and aggregations of Your data.

We also use Your data to:

e Obtain an assessment of Your solvency including
but not limited to an assessment of the probability
of default of Your obligations in the framework of
contracts for the provision of financial services;

cnyx6u NigTPUMKN KIiEHTIB.

Hawwoo ronoBHOK METOH € Halli KNIEHTK, IXHA BMEBHEHICTb Y
Oe3neui HagaHUX [JaHUX Ta 3a00BOJIEHICTb  HaLIMMK
nocrnyramu. HapgaHi pgo3BonuM  gakTb  3MOry  OOCAMTU
NOCTaBMEHOI METU 3 MaKCUManbHOK BNEBHEHICTIO Ta LiHHICTIO.

NIACTABU ONA OBPOBKU NEPCOHAJIbHUX OAHUX
Mn o6pobnsiemo Bawi nepcoHanbHi gaHi 3 METOH OLiHKM
Baworo diHaHCOBOro cTaHy Ta CAPOMOXHOCTi BWKOHATK
3060B’A3aHHSA B pamKax [OroBopiB Npo HagaHHA hiHAHCOBUX
nocnyr (gaHa meta obpobku Bu3HAYeHa nuwie OO MOMEHTY
yKrnagaHHa TakuMx [OroBoOpiB); HadaHHA Hamu iHAHCOBUX
nocnyr Ta 34iMCHEHHSA NOB’A3aHMX i3 UM onepawin; yKnageHHs
Ta e(PeKTNBHOro BUKOHaHHS Bamu yMOB npaBoOYnHiB, CTOPOHOIO
sikoro Bu €; BUkOHaHHS BUMOT 3aKOHO4aBCTBa YKpaiHu B cdepi
3anobiraHHs Ta npoTuaii neranisauii (BigMMBaHHIO) A0X0A4iB,
OAEPXKaHUX 3MOYNUHHMM LUASXOM, DiHaHCYBaHHIO TEpOpM3My Ta
diHaHCYBaHHIO PO3MOBCHOIKEHHS 36POi MacOBOIro 3HULLIEHHS;

BWKOHaHHS  BWMOr, $Ki BCTaAHOBIOOTLCS  HOPMAaTUBHO-
npaBoBuMy  aktamu  HauioHanbHOro  6aHKy  YKpaiHu;
OOTPMMaHHA  BWMOTr  3akoHogaBcTBa YKpaiHM Yy  cdepi

onogaTKyBaHHSA; HagaHHS KOHCynbTauin Ta iHdopmadii woao
HalWMX MOCNyr; MNPOBELEHHS  MAapKETMHIOBMX  3axogis,
JocrigXeHb Ta KOMMaHii, aHanidy CrnoXMBYMX HaCTPOIB;
3abe3neyeHHss HawuMx npaB Ta 3aKOHHWX iHTepeciB Ta
3auikaBneHnx ocib; BUKOHAHHSA iHLIMX [Oi, WO BUMarawTb
00po6KMN NepcoHanbHUX AaHWX Ta MalTb Ha MeTi OTPUMaHHS
goxofis Ta peaniszauito nonoxeHb LiuBiNnbHOro kogekcy
YkpaiHu,Ta iHWWNX 3aKoHOAABYMX aKTiB, SKMMU pPeryneTbes
Halla AifnbHICTb Ta HaLWWX BHYTPILLIHIX NOMNOXEHb.

3a nonepegHbO [OOMOBAEHICTIO 3 Bamum mMu  moxe

3gincHioBaTN 06pobKy Balumnx nepcoHanbHUX AaHuX 3 iHLO

METOH0, HiXK nepeabayeHo UM MNonoxeHHAM

KoHigeHuinHocTi Ta MNMOJIOXKEHHAM MPO MOPALOK TA

MPOLEOYPY  3AXUCTY TNMEPCOHAJIbHMX  OAHUX

CrNOXMBAUIB TOBAPUCTBA 3 OBMEXEHOKO

BIOMNOBIOANBHICTIO «CMAPTIBEW FOKPEWH».

Takox npw yknagaHHi KpegutHoro gorosopy Bu nepepaete

HaM nepcoHanbHi AaHi TpeTix ocib, B3aeMoAifTh 3 AKUMU MU

MaemMo MpaBo Mpu BperynioBaHHi Bawoi 3aboprosaHocTi (B

TOMY 4MCri MPOCTPOYEHOI) 3 METOK iH(OpMyBaHHS Mpo

HeobXxigHicTb BUKOHaHHA Bamn 3060B'A3aHb 3a BignosigHMM

KpeantHum gorosopoM. OBOB’SI30K LWOA0 OTPUMAaHHS 3roam

Takux TpeTix ocib Ha 0O6pobKy iXHIX NepcoHanbHUX 4aHuX OO

nepegadi TakMx nNepcoHanbHUX OaHUX HaM Yy npoueci

yKnagaHHsa KpeguMTHOro 40roBopy NoknagaeTbcs Ha Bac.

BUKOPUCTAHHSA BALLOI IHOOPMALII
Mn BMKOPUCTOBYEMO LK iHOpMaLUilo ANnsS  BUSBMEHHS
LIaxpancbkux 3asiBOK, SKi HaAgXo4saTb 3 OAHOro MpPUCTPOR.
Pobnaun ue, mu 3axuwaemo Bawy ocobucTictb, ane
30epiraeMo  MOXMUBICTb  po3ni3HaTW, dka iHcopmauis
cTocyeTbes Bac.
Mu BukopuctoByemo Bawi padi, wob6 ouiHnTM Bawe
«piHaHCOBe 3g0poB'A» Ta cTaTyc, Wo6 [O03BONUTU HaMm
BMPILUMTK, Y HapjaBaTu Bam kpegut abo iHwWi diHaHCOBI
nocnyru.
Mu BMKOHYEMO MEBHY NIArOTOBKY AaHWX Ha NpPUCTpoi Ta
aHanisyemo (nepeHocumo) TinbKku 3ropTku i arperauii Bawmnx
OaHuX.
Mwu Takox BukopucToByemo Bawi gaHi ans:
e  OTpumaHHs OLiHKM Bawwoi NNaToCNpPOMOXHOCTI,
BKMOYaoun, ane He OOMeXyr4uncb, OLIHKY MMOBIPHOCTI
HEeBMKOHaHHA Balumx 3000B'si3aHb B pamMkax AOroBopiB npo
HaZlaHHs iHAHCOBUX NOCHYT;
e 3piicHeHHs doTodbikcauii Bac i3 BMKOpUCTaHHAM MeToay
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e conduct an automated liveness test to confirm that
a live person, rather than a digital reproduction, is
undergoing verification;Assess Your interest in
receiving financial services through automated
algorithms and big data.
Having accurate information about You permits us to provide
You with a secure, efficient, and customized experience.
Specifically, we may use information collected about You via
the Application or Website to:

e Provide You with the lending and other financial

services.

Assist law enforcement.

Compile anonymous statistical data and analysis
for use internally.

e Create and manage Your account.

e Deliver targeted advertising, coupons, newsletters,
and other information regarding promotions and the
Application to You.

e Email You regarding Your account or application.

e Fulfill and manage purchases, orders, payments,
and other transactions related to the Application.

e Generate a personal profile about You to make
future visits to the Application more personalized.

e Increase the efficiency and operation of the
Application.

e Monitor and analyze usage and trends to improve
Your experience with the Application and Website.

e Notify You of updates to the Application and
Website.

e Offer new products, services, mobile applications,
and/or recommendations to You.

Perform other business activities as needed.
Prevent fraudulent transactions, monitor against
theft, and protect Your against criminal activity.

e Process payments and chargebacks.

e Request feedback and contact You about Your use
of the Application.

e Resolve disputes and troubleshoot problems.

e Respond to product and customer service requests.

DISCLOSURE OF YOUR INFORMATION
We may share information we have collected about You in
only certain situations. Your information may be disclosed
as follows:

By Law or to Protect Rights

If we believe the release of information about You is
necessary to respond to legal process, to investigate or
remedy potential violations of our policies, or to protect the
rights, property, and safety of others, we may share Your
information as permitted or required by law, rule, or
regulation. This includes exchanging information with other
entities for fraud protection and credit risk reduction.

Third-Party Service Providers

We may share Your information with third parties that
perform services for us such as payment processing and
credit bureau under strict privacy policy regulation and non-
disclosure agreements.

posni3HaBaHHs peanbHocTi ocobu (liveness detection method),
Ona niaTBepOoXeHHs Toro, Wo Bepudikalito NpoxoauTb Xusa
nognHa, a He undpoBa penpoaykuis;

 OuiHKM 3aUikaBNeHOCTi WoAO0 OTPUMaHHS diHaHCOBUX MOCHYT
3a [JOMNOMOroH aBTOMAaTM30BaHMX anropuTMIiB Ta BENUKUX
OaHUX.

HasBHicTb TO4YHOI iH(popmauil npo Bac pgossonse Ham
HagaBatn Bawm 6esnevHun, edekTMBHUA Ta iHOMBIQYyanbHUA
aoceig. 3okpema, MM MOXEMO BMKOPUCTOBYBATHK iHGhopMaLlito,
3ibpaHy npo Bac, 3a gonomoroto 3actocyHky abo Cawnty ans:
1. HapgaHHs kpeauTiB Ta iHWMX (PiHAHCOBUX NOCIIYT.

2. [lonomaraTn NpaBOOXOPOHHUM OpraHam.

3. CknapaHHs aHOHIMHUX CTaTUCTUYHUX AaHUX Ta aHani3 ans
BHYTPILLUHbOrO BUKOPUCTAHHSI.

4. CtBOpeHHA Baworo obnikoBoro 3anucy i moxnueocTti Bam
KepyBaTu HAM.

5. HapaBatu Bam uUinboBYy peknamy, akuiiHi nponoswuuir,
iHdopmauinHi 6loneTeHi Ta iHWY iHdopMaLilo Woao akuin Ta
3acTOCYHKYy.

6. Hagicnatn enekTpoHHOI MOLUTOK MOBiAOMMEHHS NMpo Bauw
obnikoBmi 3annc abo 3acTOCYHOK.

7. BukoHyBaTM i ynpaBnATM 3akyniBAsiMM, 3aMOBIIEHHAMMW,
nnartexamm Ta  iHWMMK  onepauisMu, NOB'A3aHUMKM 3

3aCTOCyHOK.
8. CTBOpeHHsA Baworo ocobuctoro npodinto, wob 3pobutn
MamnobyTHi aBTopm3auii B 3acToCyHKy GinbL

nepcoHanisaoBaHnmu.

9. MMigBnweHHa edeKTUBHOCTI Ta  (PYHKLiIOHANbHOCTI
3acTtocyHky Ta Canty.

10. KoHTponioBaTM Ta aHanisyBaTu BUKOPUCTaHHS Ta
TeHaeHuii, wob noninwmtn Baw goceig 3acTocyBaHHSA
3acTtocyHky Ta Canty.

11. MNosigomnaTn Bac npo oHoBneHHA 3actocyHky Ta CanTy.
12. TponoHyBatu Bam HOBiI npoaykTn, nocnyru, MOOGINbHI
3acTocyHkmM Ta / abo HagaBaTh pekomeHaawii.

13. MNMpu HeobXiAHOCTi BUKOHYBATU iHLUI BUAM OiANBHOCTI.

14. 3anobiratm wWwaxpancbknm onepadism, 34iNCHIOBATU
MOHITOPUHI MPOTM KpagikKok i 3axuwatn Bac Big 3noYMHHOI
DisAnbHOCTI.

15. MNpouecy nnatexis i 3BOPOTHMX MraTexis.

16. 3BEpHEHHS 3a 3aNMTOM Ta MOXMMBICTIO 3B'A3aTmcs 3 Bamu
LLoAO0 BMKOpUCTaHHSA Bamun 3acTocyHky.

17. BupiweHHs cnopiB Ta YCyHEHHS1 HEMONagoKk.

18. PearyBaHHs Ha 3anuTu Ha NPOAYKLUIl0 Ta 06CnyroByBaHHs
KNiEHTIB.

PO3KPUTTA BALLOI IHOOPMALLIT
Mu MOxxemMo po3noBcroaXKyBaTH iHhopMaLieto, siKy My 3ibpanu
npo Bac, nuwe B neBHMX cutyauisx. Bawa iHdopmauia moxe
OyTW PO3ronoLLeHa y BUKIMFOYHUX BUNaAKax HACTYNMHUM YYHOM:

3a 3akoHOM abo 3axucTom npas

AKLLO MY BBaXKaEMO, LLLO PO3MNOBCIOAXEHHS iHdopmalLiii npo Bac
HeoOxigHe  gna  3abe3nedyeHHs  CygoBOro  npouecy,
poscnigyBatn abo yCyHYTW MOXNMBI MOPYLEHHS [MonoXeHHs
KOHigeHUiHOCTi, abo Anst 3axucTy npae, BIACHOCTI Ta
6e3neku iHWKNX, M1 MOXeMo nepegaTtu iHpopmauito npo Bac B
Mexax [O03BOSIEHMX 3aKOHOOABCTBOM, MpaBunamy abo
MonoxeHHAM  koHdpigeHuinHocTi. Lle  Bknovae  obMiH
iHdbopmauielo 3 iHWMMKW opraHi3auigmMmn LWoao 3axucTty Big
LuaxpancTBa Ta 3MEHLUEHHSI KpeQUTHOrO PU3KKY.

MocTayanbHUKM NOCNYT TPETLOI CTOPOHU

Mu moxemo noginutuca Bawow iHdopmadieto 3 TpeTimu
ocobamu, siki HagaTb HAM NOCNYrK, Taki Ik 06pobka nnaTexis
i Opo KpeauTHUX icTOpiK, BIgNOBIOHO [O CYBOPOro
perynioBaHHa [lonoxeHHs KoHIAEHUIMHOCTI Ta [0oroBopiB
(yroa) npo HEPO3rosIOLLEHHS.



Other cases of transfer of Personal Data and Other
Information

Smartiway has the right to transfer Personal Data (including
biometric data and digital copies of documents) to the
following persons:

. State Enterprise "DIIA"— for the exchange of
document copies and verification of their validity;
. to the provider of the SaaS System — electronic

copies of documents generated by means of the Diia Portal,
for the purpose of automated comparison of the user’s
photograph contained therein with the face of the person
depicted in the image obtained from the user’'s dynamic
selfie recorded during the liveness detection process;

3 The National Bank of Ukraine — within the
framework of performing the duties of an entity of primary
financial monitoring;

e Collection companies, factoring companies and credit
bureaus;

e Banks;

e Non-bank financial institutions;

e Other legal entities and individuals on the terms of
confidentiality

TRACKING TECHNOLOGIES

Cookies and Web Beacons

We may use cookies, web beacons, tracking pixels, and
other tracking technologies on the Application or Website to
help customize the Application or Website and improve Your
experience. When You access the Application, Your
personal information is not collected through the use of
tracking technology. You can remove or reject cookies but
be aware that such action could affect the availability and
functionality of the Application and Website. You may not
decline web beacons. However, they can be rendered
ineffective by declining all cookies or by modifying Your web
browser’s settings to notify You each time a cookie is
tendered, permitting You to accept or decline cookies on an
individual basis.

Internet-Based Advertising

Additionally, we may use third-party software to serve ads
on the Application, implement email marketing campaigns,
and manage other interactive marketing initiatives. This
third-party software may use cookies or similar tracking
technology to help manage and optimize Your online
experience with us. For more information about opting-out
of interest-based ads, visit the Network Advertising Initiative
Opt-Out Tool or Digital Advertising Alliance Opt-Out Tool.

Website & Application Analytics

We may also partner with mobile operators and selected
third-party vendors, such as Google Analytics and Firebase
and others, to allow tracking technologies and remarketing
services on the Application through the use of first party
cookies and third-party cookies, to, among other things,
analyze and track users’ use of the Application and Website,
determine the popularity of certain content, and better
understand online activity. By accessing the Application,
You consent to the collection and use of Your information by
these third-party vendors. You are encouraged to review
their privacy policy and contact them directly for responses
to Your questions. We do not transfer personal information

IHWi Bunagku nepepavi MNepcoHanbHUX AaHux Ta IHWMX
BigomocTen

Smartiway mae npaBo nepegasaTu [lepcoHanbHi AaHi
(Bkntoyatoum GiomMmeTpuyHi AaHi Ta uMdpPoBi Konii JOKYMEHTIB)
HacTynHUm ocobam:

e [lloptany [ia — Aang oTpumaHHSA nocnyrn nepegadi
€eKTPOHHUX KON AOKyMeHTIB, cdopMoBaHUX 3acobamu
Moptany Ais;

e nocTtadanbHuky Cuctemm SaaS  — enekTpoHHI komii
OOKYMEHTIB, cdopmoBaHi 3acobamu [NopTtany [if, 3 meTtoi
aBTOMaTM30BaHOro MOPIBHAHHA (POTOKAPTKN KOpUCTyBaya, Lo
B HWX MICTUTbCS, 3 00nnuydsiMm ocobu i3 300paxeHHs,
OTPMMAHOro 3 AMHaMIYHOro cendi KopMcTyBaya, 3anMcaHoro B
npoLeci po3snisHaBaHHs peanbHocTi ocobu (liveness detection);
e HauioHaneHOoMy 6aHKy YkpaiHM — y MexXax BMKOHaHHSA
060B'A3kiB cy6’ekTa NepBUHHOTO hiHAHCOBOTrO MOHITOPUHTY;

o KonekTopCcbknm KOMNaHisiM, hakTOPUHroBMUM KOMMNaHisM Ta
OlOpO KpeanTHMX iCTopil;

e baHkawm;

e HebaHKiBCbKMM PiHAHCOBMM yCTaHOBaM;

e |HWUM opuandHUM Ta @isudHMM ocobam, Ha ymoBax
KOHDIAEHLIMHOCTI.

TEXHONOrI BIACTEXXEHHA

®annun cookie Ta Be6-masikm

Mu moxemo BMKOpUCTOBYBaTM annu cookie, Beb-Masiku,
nikceni BiACTEXEHHA Ta iHWI TEexXHOMorii BiACTEXEHHS B
3actocyHky Ta Ha Cawiti, wo6 gonomMorTv HanawTtyBaTu
3actocyHok abo Canmt Ta nokpawmTtu cBii goceig. Konv Bu
3BepTaeTech Ao 3acTocyHKy abo CanTy, Bawi ocobucTi gaHi He
30MpatoTbCs 3a [JOMOMOrOK TEeXHOMOrii  BiACTexeHHs. Bu
MoXeTe Buganutu abo Bigxnnutu dannm cookie, ane manTte Ha
yBasi, WO Taki Al MOXyTb BMAWHYTM Ha [JOCTYMHICTb |
dyHKuioHanbHiCTb 3acTocyHky Ta Canty. Bu He moxeTte
Bigxmnatn  Beb-maskn. [pote BOHM  MOXyTb  ByTm
HeedekTUBHUMMU, Bigxmnnsaoum Bci dpannm cookie abo 3miHo4M
HanawTyBaHHs Baworo Beb6-nepernsgaya, wo6 cnosiwatm
Bac npo koxHWA TeHaep, Wo gossonse Bam npuimatn abo
BiOXMnsTK paninm cookie Ha iHOMBIQyanbHIN OCHOBI.

IHTepHeT-peknama

Kpim TOro, MM MOXemMO BWKOPUCTOBYBaTU nporpamHe
3abe3neyeHHs TpeTix Ocib Ana OeMOHCTpaLlii OrofoweHb y
3aCTOCYHKYy, peanisauji MapKeTUHIOBUX KamnaHin

€ITeKTPOHHOIO MOLUTOK Ta KEPYBaHHS IHLUMMUW IHTEPAKTUBHUMM
MapKeTUHIroBMMM iHiliaTBamun. Lle nporpamHe 3abe3neyeHHs
TpeTix 0cib MoXxe BUKOPUCTOBYBaTU harinm cookie abo noaibHi
TexHonorii  BiACTeXeHHs, wWwob p[onomortm kepysatn Ta
ontuMmisyBaTtu Baww gocsig po6otu B IHTepHeTi. LLlo6 oTpumaTn
AoknagHiwy iHdopmauilo nNpo BigMoBY Big 06’'siB HAa OCHOBI
iHTepeciB, BigBiganTe IHCTPYMEHT BWMKHEHHS peknamHol
mepexi (Network Advertising Initiative) abo iHCTpymeHT
BUKIIOYEHHS nporpamm "AnbsiHe i3 peknamm B mepexi”.

AHaniTuka Be6-canTiB i goAaTKiB (3aCTOCYHKIB)

Mwu Takox MOxxeMo cnisnpautoBaTtu 3 onepatopamMmm MoBinbHOro
3B’A3KYy Ta BUOpaHMMM CTOPOHHIMK NocTavanbHUKaMm, Takumm
ak Google Analytics, Firebase Ta iHWwumK, wob possonutn
BiICTEXXEHHSA TEXHOSOTIN i NOCNYr peMapKkeTUHry B 3aCTOCYHKY,
BMKOPUCTOBYIOYM KPYKi nepLloi cTopoHu Ta dhannu cookie
TpeTiX CTOPIH, WOO cepepn iHWOro aHaniayBaTy i BigCTEXyBaTU
BMKOPUCTaHHA  KopucTyBadyamum 3actocyHky Ta Canty,
BM3HAYaTW NOMynspHICTb NEBHOrO BMICTY Ta Kpalie po3yMiTu
fisanbHICTb B IHTepHeTi. OTpumasLum gocTtyn 4o 3acTocyHky, Bu
Jaete 3rogy Ha 36ip Ta BUKOPWUCTaHHs Balloi iHcpopmauii Big
UMX  CTOPOHHIX  nocTayanbHWKiB. Bam  nponoHyeTbcs
nepernsaHytM ix MonoxeHHs (NOMITMKK) KOHMiAeHUiMHOCTI Ta

6


http://www.networkadvertising.org/choices/
http://www.networkadvertising.org/choices/
http://www.aboutads.info/choices/
https://support.google.com/analytics/answer/6004245?hl=en

to these third-party vendors. However, if You do not want
any information to be collected and used by tracking
technologies, You can install and/or update Your settings for
one of the following: [Google Analytics Opt-Out Plugin]

You should be aware that getting a new computer, installing
a new browser, upgrading an existing browser, or erasing or
otherwise altering Your browser’s cookies files may also
clear certain opt-out cookies, plug-ins, or settings.

SECURITY - KEEPING YOUR PERSONAL DATA SAFE
We know that security is important to our users and we care
about the security of Your information. We maintain
technical, physical, and administrative security measures to
protect the security of Your personal information against
loss, misuse, unauthorized access, disclosure, or alteration.
Some of the safeguards we use include firewalls, data
encryption, physical access controls to our data centers and
information access authorization controls. We need Your
help too: it is Your responsibility to make sure that Your
personal information is accurate and that Your password(s)
and account registration information are secure and not
shared with third-parties.

An Application and Website uses modern secure
transport channels (TLS 1.2) to communicate with our
servers and it offers a much higher security in
comparison with a traditional website. All sensitive user
data (the same as all card data) encrypted by strong
algorithm (AES 256) and stored in isolated environment
with the highest security level (in compliance with PCI
DSS standards).

Your bank card data is heavily encrypted on Microsoft
Azure Cloud in compliance with international payment
cards security standard PCI DSS certification.

POLICY FOR CHILDREN
We do not knowingly solicit information from or market to
children under the age of 18. If You become aware of any
data, we have collected from children under age 18, please
contact us using the contact information provided below.

CONTROLS FOR DO-NOT-TRACK FEATURES
Most web browsers and some mobile operating systems
[and our mobile application] include a Do-Not-Track (“DNT”)
feature or setting You can activate to signal Your privacy
preference not to have data about Your online browsing
activities monitored and collected. No uniform technology
standard for recognizing and implementing DNT signals has
been finalized. As such, we do not currently respond to DNT
browser signals or any other mechanism that automatically
communicates Your choice not to be tracked online. If a
standard for online tracking is adopted that we must follow
in the future, we will inform You about that practice in a
revised version of this Privacy Policy.

3B’A3aTUCs 3 HMUMK GeanocepeaHbo ANS Bianosigen Ha Baui
3anntaHHA. Mun He nepegaemo nepcoHarnbeHy iHpopMaLio LM
CTOPOHHIM nocTavanbHmkam. OgHak, skwo Bu He xoueTe, Wwob
Oyab-ska iHopmauis 3bupanacs Ta BUKOPMCTOBYBanacs
TexHonoriamMmn BiAcTeXxeHHs, Bu moxeTe BcTaHOBUTU Ta/abo
OHOBWTM CBOI HanawTyBaHHA ANAsi OQHOro 3 HacTynHux: [[nariH
BigkntoveHHs Google Analytics]

Cnig 3HaTu, WO OTPUMaHHSA HOBOro KOMM'lOTepa, iHCTansuis
HoBOro BebG-nepernsigada, OHOBIIEHHS  iCHyk4Oro Beb6-
nepernsagadya abo BMAaAnNeHHs 4M iHWe 3MiHeHHsa dannis
daniniB cookie Beb-nepernsgada Takox MOXe NPU3BECTM A0
BMaaneHHsa nesHux doannis cookie, nnariHis abo HanawTyBaHb.

BE3NEKA - 3BEPEXXEHHA BALUUX NMEPCOHAJIbHUX
OAHUX

Mu 3Haemo, wWwo Gesneka € BaxNMBOK ANA  HaAWWWUX
KopucTyBauiB, i MM gbaemo npo 6e3neky Bawoi iHdopmadii. Mu
NiATPUMYEMO TeXHiuYHi, Pi3nyHi Ta aamiHicTpaTuBHI 3axoan
6e3nekun ansa 3axmcTy Bawoi ocobucToi iHdbopmauii Big BTpaTw,
HEenpaBOMIPHOro BMKOPUCTAHHS, HECaHKLiOHOBaHOro AOCTyny,
pO3KpUTTS abo 3MiHW. [lesiki rapaHTii, SKi My BUKOPUCTOBYEMO,
BKMOYaoTb OpaHamayepw, WWdpyBaHHA [aHUX, di3UYHI
3acobu KOHTPOM0 AOCTYNy A0 HalMX LEeHTpiB 06pobku gaHuX
Ta 3acobu aBTopwm3auii goctyny go iHdopmauii. Ham Takox
noTpibHa Bawa gonomora: Bawa BignosiganbHiCTe nonsirae B
ToMYy, W06 nepekoHaTucs, Wo Bawi ocobucTi gaHi € To4HUMM, i
wo Baw naponsb (1) Ta iHbopmaLisi npo peecTpadito 06nikoBoro
3anucy € 6e3nevyHMmMu Ta He NnepefaloTbCa TPETIM CTOPOHAaM.

3actocyHok Ta CalT BMKOPUCTOBYE cy4acHi Oe3neuyHi
TpaHcnopTHi kaHanu (TLS 1.2) ana cninkyBaHHA 3 HaWWMKX
cepBepamu i 3abe3nevye Habarato Ginbwy 6e3neky B
NOPiIBHSIHHI 3 TpaguuinHum BeO-caToM. Bci
KOHdigeHUiNHi gaHi KopucTyBava (Taki X, fK i AaHi Bcix
KapT) 3awmdpoBaHi cunbHMM anroputmom (AES 256) i
36epiraloTbcA B i301bOBAHOMY cepeaoBULLi 3 HaUBULLUM
piBHem 6e3neku (BignoBigHo go ctaHaaptiB PCI DSS).

Daxi Bawoi 6aHKiBCcbKOi KapTKu 3awmdpoBaHi Ha Microsoft
Azure Cloud BignoBigHO [0 cTaHpapTiB 6Ge3neku
MiXKHapoAHMX nNnaTiXkHuX kapTok PCI DSS.

NONOXEHHA ANA OITEN
Mwn cBigomo He BuMaraemo iHdopmauii Big giteir abo oci6
morogwmx 18 pokie. Axkwo Bam Bigomi fkicb AaHi, siki mMu
3ibpanu Big AiTen Bikom go 18 pokiB, 3B'SXKITbCA 3 Hamu,
BMKOPUCTOBYIOYM KOHTAKTHY iHpopMaLito, HagaHy Hux4e.

YANPABJIIHHA HANALUTYBAHHA HEBIOCTEXXEHHSA
Binbuwicte Be6-bpay3epiB i AesAkMx MOBINbHUX OnepauiiHnX
cuctem [i Haworo MOGINBHOrO 3aCTOCYHKY] BKIOYaloTh
dyHKUil0 Y1 HanawTyBaHHS "He Bigcnigkosysatn” ("DNT"), ki
MOXHa akTuMByBaTW, Wo6 curHanisysatv Bawi HanawTyBaHHS
KOHiaeHUIHOCTI, Wob He BiacTexxyBaTu Ta 36mpaTtu gaHi npo
Bawy [OianbHiCTe Yy  pexumi  oHnavH. KoaHWX e€OuHUX
TEXHOMOrYHMX CTaHAapTiB Ansl po3mni3HaBaHHS Ta peanisauii
curHanis DNT He Oyno 3aBepLueHo. Takum YMHOM, My 3apas He
pearyemo Ha curHanu Beb-nepernsgada DNT abo 6yab-skuii
iHLMA MeXaHi3M, Sk aBToMaTuM4HO nosigomnsie Baw Bubip,
wob He BiacTexyBatuca B IHTepHeTi. AkWoO cTaHgapT Ans
BiACTEXEHHA B |HTEpHETi MpUAHATO, WO MW MOBWHHI
JoTpumMmyBaTucs B ManbyTHbOMy, Mu nosigomnmo Bam npo uto
npakTuky B  NepernsaHyTin  Bepcii  Uboro  [MonoXeHHs
KOHiAEHLINHOCTI.


https://tools.google.com/dlpage/gaoptout/
https://compliance-control.ua/certificates/smarti/pcidss_compliance.html
https://compliance-control.ua/certificates/smarti/pcidss_compliance.html

OPTIONS REGARDING YOUR INFORMATION

Account Information

You may at any time review or change the information in
Your account or terminate Your account by:

e  Logging into Your account settings and updating Your
account

e  Contacting us using the contact information provided
below

e [Other]

Upon Your request to terminate Your account, we will
deactivate or delete Your account and information from our
active databases. However, some information may be
retained in our files to prevent fraud, troubleshoot problems,
assist with any investigations, enforce our Terms of Use
and/or comply with legal requirements.

Emails and Communications
If You no longer wish to receive correspondence, emails, or
other communications from us, You may opt-out by:
e Noting Your preferences at the time You register
Your account with the Application.
e Logging into Your account settings and updating
Your preferences.
e Contacting us using
provided below
If You no longer wish to receive correspondence, emails, or
other communications from third parties, You are
responsible for contacting the third party directly.

the contact information

YOUR RIGHTS

Under by the Law of Ukraine On Protection of personal Data,
PROVISIONS ON THE PROCEDURE FOR PROCESSING
PERSONAL DATA OF SMARTIWAY UKRAINE LIMITED
LIABILITY COMPANY and other regulations, in certain
circumstances, You have rights concerning Your personal
data. You have aright to: (1) delete or amend Your personal
data; (2) restrict, or object to, the processing of Your
personal data; (3) correct any inaccurate or incomplete
personal data we hold on You; and (4) lodge a complaint
with national consumer rights protection authorities
regarding our processing of Your personal data.

Accessing, Reviewing, and Changing Your Personal
Information

As a registered member, You can review and change
personal information at any time by accessing Your account
on the App or contacting our support. Please be sure to
update Your personal information promptly if it changes or
becomes inaccurate. We may retain some information from
closed accounts so that we can comply with law, prevent
fraud, assist with investigations, resolve disputes, analyze,
or troubleshoot programs, enforce our Terms of Use, or take
other actions permitted by law. Likewise, if Your account or
membership is terminated or suspended, we may maintain
some information to prevent You from re-registering.

Retention
Unless stated otherwise in this Privacy Policy, the personal
data that You provide us will only be stored for as long as it

BAPIAHTU NPO BALLY IHPOPMALIKO

IHpopmaLis npo peecTpauito

Bun moxete B Oyab-skuii 4Yac nepernsHytn abo 3MiHWUTU
iHdbopMmauito y cBoemy o6nikoBomy 3anuci abo NpUNUHATK Ao
cBoro o6nikoBoro 3anmcy:

e Bxig y HanawTyBaHHA OGRiKOBOro 3anucy Ta OHOBIIEHHS
obnikoBoro 3anucy

e 3BepHITLCS OO Hac 3a OOMOMOrol KOHTAaKTHOI iHdopmauii,
HagaHoI HUXYe

o [IHwWe]

3a Bawwum 3anutom, wob npunuHuTK gito Baworo o6nikoBoro
3anucy, Mu geakTneyBaTumemo abo Buganvtu Baw obnikoeui
3anuc i iHdopmauito 3 Hawmx akTuBHMx 6a3 gaHux. lpote
neBHa iHopmaLis Moxe ByTn 3bepexeHa B Hawwux dannax,
o6 3anobirtn WwaxpancTey, yCyHEHHIO Npo6nemM, 4ONOMOITH Y
npoBefeHHI po3cnigyBaHb, 3abe3neyunTv OTPUMAHHS HaLluMX
YMOB BUKOPUCTaHHS Ta/abo BignoBigatv OpUANYHUM BUMOram.

EnekTpoHHi NnMcTu Ta noBiAOMNEHHA

Akwo Bu bGinbwe He 6axaeTe OTPUMYBATU FUCTYBaHHS,
€NeKTPOHHI NMUCTM YM iHWI NoBigoMneHHs Big Hac, Bn moxete
BiAMOBUTUCA Bif:

e 3BepTaloun yBary Ha CBOI HanallTyBaHHs Nif Yac peecTtpaduii
06nikoBOro 3anucy 3a 4ONOMOroto 3acTOCYHKY.

e YBIil4iTh 40 HanawTyBaHb 06MIKOBOro 3an1cy Ta OHOBITb CBOI
HanawTyBaHHS.

e 3BepHITbCS OO Hac 3a AOMOMOrol KOHTAaKTHOI iHdopmauii,
HagaHoI HMKYe

Akwo Bwu 6Ginbwe He 6axaeTe oTpMMyBaTM JNUCTYBaHHS,
€neKTPOHHI NUCTK abo iHLWi NOBIQOMMEHHS Big TPETiX CTOpPiH, Bn
HeceTe BignosiganbHICTb 3a 0GeanocepeaHin  KOHTaKT i3
TPETbOK CTOPOHOIO.

BALUI NMPABA

3rigHo 3 3akoHom YkpaiHum «[po 3axuct nepcoHanbHUX
AaHnx», MONOXXEHHAM MPO NOPAOOK TA MPOLUEOYPY
3AXUCTY TMEPCOHAJIbHUX  OAHUX  CITOXWMBAYIB
TOBAPUCTBA 3 OBMEXXEHOK BIOMNOBIJANBHICTIO
«CMAPTIBEW/ HOKPEWH» Ta iHWMX HOpMaTWBHWUX akTiB, 3a
neBHnx o6ctaBuH Bu maete npaBa wogo Bawwmx
nepcoHanbHUx daHux. Bu maete npaso: (1) Bupgansatu abo
3MiHIOBaTM CBOI NepcoHanbHi fadi; (2) obmexutn abo
3anepeuntn 006pobky Bawwux nepcoHanbHux daHux; (3)
BUNpaBuTK Byab-AKi HETOYHI abo HENOBHI NepcoHanbHi AaHi, AKi
MU 30epiraemo; Ta (4) nogatu ckapry 4o HauioHanbHUX OpraHis
3axMCTy NpaB CMOXWBauiB CTOCOBHO Hawwoi obpobku Balumx
nepcoHanbHUX AaHuX.

DocTyn, nepernsag i 3miHa ocobucroi iHopmauii

Ak 3apeecTtpoBaHuii kopucTyBad, Bu moxeTe nepernaHyTv Ta
3MiHUTM 0COBUCTY iHhopMaLiito B Byab-SKMI Yac, 3BEPHYBLUMCH
[0 cBoro obnikoBoro 3anucy B 3actocyHky abo 3B'si3aBLUNCh 3
Hawow niaTpumkol. Byab nacka, HeraHO OHOBITbL Bawly
ocobucty iHdopmaLilo, SKU0 BOHA 3MiHUTbCA abo cTaHe
HeTo4yHo. Mwu moxemo 30epiraTu neBHy iHdoOpMaLilo i3
3aKpUTKX 0BMIKOBMX 3anucie, WO6 MW MOrnM AOTPUMYBATUCS
3aKoHy, 3anobiratu WaxpancTey, gonomaraTti y po3chigyBaHHi,
BUpilIYBaTX CMOpMW, adanidyBatM 4u ycyBaTu nporpamu,
BMKOHYBaTW Halli YMOBM BUKOPUCTAHHSA abo BXUBATK iHLWI Aii,
[003BONEHi 3aKOHOM. AHarorivyHo, Ko Balw obnikoBuin 3anunc
abo uneHcTBO npunuUHeHo abo MNpU3YNMHEHO, MU MOXEMO
3bepiratm neBHy iHGopMauio, Wwob 3anobirT MOBTOPHIN
peecTpaLii.

YTpumaHHs

Akwo B LboMy MONoXeHHI KOHMIAEHUINHOCTI He BKa3aHo iHLLue,
ocobucTi aaHi, siki Bu HagaeTte Ham, 36epiraTumMyTbCa Tinbky 4o
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is necessary for us to fulfill Your and our obligations in
respect of the provision of the Services.

CONTACT US
If You have questions or comments about this Privacy
Policy, please contact us at:

SMARTIWAY UKRAINE, LLC(42038225)
Kostiantynivska street, building 71E

Kyiv, Ukraine

04080

0800331034

support@smartiway.ua

VISION
Our Vision is to bring innovation in the financial field to
drive a Financial Inclusiveness and Social
Responsibility. We strive to disrupt the brick-and-
mortar predator ecosystem and bring a new level of
attitude towards our users, a new normal.

TUX MNip, NOKW Lie HeobXiaHO AnA BUKOHAHHA Balivx Ta Hawmx
30608B'A3aHb Loa0 HagaHux Mocnyr.

3B'AXITbCA 3 HAMU

Akwo y Bac € 3anuMTaHHS 4M  KOMeHTapi LWOoAO LbOoro
lMonoxeHH:A KOHMIgEHUINHOCTI, 3B'AXIiTbCA 3 HAMW 3a aApecolo:
TOB "CMAPTIBEW IOKPEWH" (42038225)

Byn. KoctaHTuHiBCbKa, OyamHok 71E

Kwig, YkpaiHa

04080

0800331034

support@smartiway.ua

BAYEHHA
Hawe O6ayeHHsA nonsirac y BnpoBagXeHHi iHHoOBauin y
ciHaHcoBIN cdepi Ana 3abe3neyvyeHHA diHaHCOBUX

MOXNMUBOCTEN Ta couianbHoOi BignosiganbHocTi. Mu
nparHemMo 3MiHUTU CTapy eKocucTeMy i HabnM3nTU HOBUN
piBeHb CTaBNeHHA 40 HalnX KOpUCTyBauviB.


mailto:support@smartiway.ua
mailto:support@smartiway.ua

